Timestamp
Certiﬁcate

Timestamp

This timestamp was
created with Aion

Feb-02-2021 19:10:56 UTC

Comment:
Hash:
be9a6dc0b67c460e3d44b0147fa801852eb23256170c609199ef551349e05e32

Transaction:
ec34cc0b9c511c536db9be838aa721cd0bdf0e2bf1ea95cd5685e2466478075f

Private Key:
777225469e5e82cbdab33a8ea9246e1cec21384cd59af07af116ca9c0734ebce
Click here to verify your timestamp.
This certiﬁcate is only valid in combination with the original ﬁle and OriginStamp's open procedure. More information on https://verify.originstamp.com.
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Proof
The proof is necessary for the reproducibility of your document.

<?xml version="1.0" encoding="UTF-8"?>
<node type="key" value="777225469e5e82cbdab33a8ea9246e1cec21384cd59af07af116ca9c0734ebce">
<left type="mesh" value="0fe53ffb510e1054c91b70e9748911847bab24e1b989c41363c46be38569c843"/>
<right type="mesh" value="fd8946ee5d1a2c5ab74913808e8eaa3a15b0807efb0a29488fa966f982dd1173">
<left type="mesh" value="22cbbdef2f6321032eef6b0abc0631f63f84c244c5366f0977ea4e539fcb46c4">
<left type="mesh" value="42c3d95e2f6b722209f239602a776a98139cf50a428d37dd9d91448608500b95"/>
<right type="mesh" value="40bb272e1ea4242d305eceef9a297e9ce87f6f575513d9de10246dda2d99c9ef">
<left type="mesh" value="f49e768ad4251c781dafa0a870a02878ad6682c6ae80ac05e8cf5e1ce3e006d5">
<left type="mesh" value="749fcfc4b2d9f29715ff895d258d3b7cf4e6d61e6610c0421d1db9d3617a7bcb"/>
<right type="mesh" value="0957c65448f06f6e3474661c8e4996104b2ea7ab4196cb8152317b912038f95c">
<left type="mesh" value="7f91c0993dc6aab39175941cc431f130ec12b2475962fb8b54f7a20ad456b3d2">
<left type="mesh" value="938f38762107b6130b78b5c93f35248d15d4c5f8a6a9176de2b320fd9aac6f77">
<left type="mesh" value="cf5d88dabec9337d6a02a89e3ce79e2c16c8798a871b9756b77b9a8801872716">
<left type="mesh" value="bd980f80d3adec4f0bfbfe566d269611172551553f83414ba8922c18f8e659bc"/>
<right type="hash" value="be9a6dc0b67c460e3d44b0147fa801852eb23256170c609199ef551349e05e32"/>
</left>
<right type="mesh" value="a552ab4ad01522f0fa970e3806a656e7bdab8ab6e40f0699b6a5ef6f9d9e9d06"/>
</left>
<right type="mesh" value="982c5bb1609f68c084f492b30225b926928d3da215e94cd150126c8507cbac10"/>
</left>
<right type="mesh" value="af928cce0f47c1d049739d7cb399c1922ba93c8907b0af530da328b0f0a89c7a"/>
</right>
</left>
<right type="mesh" value="0c4ed0991c4470e97f21e0b0151a08a791e2f9acc2cb00c8ff370ec71e7da279"/>
</right>
</left>
<right type="mesh" value="57e02d62fa14db0d1072a07132c0323a4a4077cfd54e49b881253cb4ed7baebd"/>
</right>
</node>
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Veriﬁcation
OriginStamp is a timestamp service that uses various blockchains like
the Bitcoin Blockchain to create tamper-proof timestamps for your data.
Instead of backing up your data, OriginStamp embeds a cryptographic
ﬁngerprint in the blockchain. It is de facto impossible to deduce the
content of your data from your ﬁngerprint. Therefore, the data remains in
your company and is not publicly accessible. All you need to do is send
this ﬁngerprint to OriginStamp via the interface. The integration of the
RESTful API is very simple and convenient and allows all data to be easily
tagged with a tamper-proof timestamp. This document shows the
procedure and gives instructions for verifying a timestamp created with
OriginStamp.

1. Determine the SHA-256 of your
original ﬁle
There are numerous programs and libraries to calculate the SHA-256 of
a ﬁle, such as MD5FILE. Simply drag and drop or select your ﬁle, to
retrieve the SHA-256 of your ﬁle.

2. Validate your proof
First, it must be veriﬁed that the hash of the original is part of the
evidence. In order to check this, the proof can be opened with a
conventional editor and its content can be searched for the hash. If the
hash cannot be found, either the ﬁle was manipulated or the wrong
evidence was selected.

3. Determine the private key
The Merkle tree is a tree structure, that allows to organize the seed more
eﬃcient than a plain-text seed ﬁle. The tree is built from the bottom to
the top and follows a deﬁned schema. The value of a node is
determined by the aggregated hash of its children.
Left child =
a8eb9f308b08397df77443697de4959c156fd4c68c489995163285
dbd3eedaef
Right child =
ab95adaee8eb02219d556082a7f4fb70d19b8000097848112eb85b
1d2fca8f67
Node = SHA256(a8eb9f308b08397df77443697de4959c156fd4c68c489995163
285dbd3eedaefab95adaee8eb02219d556082a7f4fb70d19b800009
7848112eb85b1d2fca8f67) =
47e47c96302eeba62ed443dd0c89b3411bbddd2c1ff6bdfb1f833fa1
1e060b85

This step is performed for all levels of the tree until the hash of the root
has been calculated. If the hash of the root is identical as proof, the
calculation was successful and the root hash is veriﬁed. The top hash
corresponds to the private key we embedded in the blockchain through
a transaction. For a more detailed explanation of the Merkle tree, we want
to refer to Wikipedia.

4. Determine the AION
Transaction
Having determined the private key in the previous step, we store this
hash in a Smart Contract in the AION blockchain.

5. Check the transactions
The respective log events must be searched for each transaction in this
contract. These events are divided into topics. The private key should be
contained in a topic. Caution: Some services display the hashes with a
0x preﬁx. As soon as the transaction has been found, the block time is
the actual tamper-proof timestamp. To simplify the search, we added the
transaction to the certiﬁcate.

